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1. Abstract

By December 2023, generative artificial intelligence systems based on large language models were increasingly evaluated for use in banking
and payment applications, including customer support automation, internal operations assistance, fraud analysis support, compliance
interpretation, and developer productivity tools. While these systems demonstrated strong natural language reasoning capabilities, their
deployment within regulated financial environments introduced a new class of security and governance challenges centered on prompt
construction, context control, and interaction boundaries. Unlike traditional software systems where inputs are tightly constrained and validated
through deterministic logic, prompt driven systems rely on natural language instructions that directly influence model behavior, decision
framing, and output generation. This shift created a critical need for secure prompt engineering practices that could prevent information
leakage, policy bypass, prompt injection, and unintended inference while preserving the utility of generative Al for business use cases. Banking
and payment platforms operate under strict regulatory requirements related to data confidentiality, auditability, consumer protection, and
operational resilience, making uncontrolled prompt behavior a material risk. This paper examines secure prompt engineering as a foundational
discipline for deploying generative Al in banking and payment applications. It analyzes threat models specific to financial contexts, proposes
structured prompt design and validation patterns, and outlines governance mechanisms necessary to ensure compliance, security, and
accountability. The paper positions prompt engineering not as an ad hoc optimization technique, but as a formally governed interface layer
between financial systems, sensitive data, and probabilistic Al models.

2. Keywords: Secure prompt engineering, Banking Al 3.
security, Payment systems Al governance, Generative Al risk
management, Prompt injection prevention, Regulated Al
systems, financial compliance automation, Large language

Introduction: Modeling Financial
Transaction Journeys Across Distributed

Systems
By December 2023, the financial services industry had

models in banking, Al safety in payments, Controlled Al
interfaces, Auditability in Al systems, Responsible Al
engineering, Financial data protection, Al threat modeling.

reached a critical inflection point in its adoption of generative
artificial intelligence technologies. Large language models
were no longer confined to experimental research or
consumer facing chat applications, but were increasingly
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piloted within banking and payment organizations for high
value use cases. These included automated customer
communication, internal knowledge assistance, transaction
investigation support, developer productivity, and regulatory
interpretation. Financial institutions viewed generative Al as
a potential accelerator for efficiency and service quality, yet
simultaneously recognized that its probabilistic nature
challenged long established assumptions about software
determinism, control, and predictability. Unlike traditional
applications where logic paths are explicitly defined,
generative systems respond dynamically to prompts, making
the prompt itself a critical control surface that directly
influences system behavior. Prompt engineering emerged as
the primary mechanism through which organizations guided
and constrained the behavior of large language models. In
early adoption phases, prompt design was often treated as an
informal practice focused on improving response quality or
task accuracy. However, in banking and payment
environments, prompts effectively functioned as executable
instructions that shape how models interpret sensitive data,
apply policies, and generate outputs consumed by humans or
downstream systems. This elevated prompts from a usability
concern to a security and governance concern. Poorly
designed prompts could inadvertently expose confidential
data, enable policy circumvention, or cause models to
generate misleading or noncompliant outputs. As a result,
secure prompt engineering became a necessary discipline for
any financial institution seeking to deploy generative Al
responsibly.

Banking and payment systems operate within one of the most
regulated and risk sensitive technology environments.
Institutions must comply with data protection laws, financial
regulations, internal risk controls, and audit requirements that
demand clear accountability for system behavior. When
generative Al systems are introduced into these
environments, prompts often carry contextual information
such as customer details, transaction metadata, operational
policies, or internal procedures. If prompts are not carefully
structured, validated, and governed, they can become vectors
for data leakage, prompt injection attacks, or unintended
reasoning paths that violate compliance obligations. This risk
is amplified when prompts incorporate user provided content,
external documents, or dynamically assembled context from
multiple systems. A defining challenge of secure prompt
engineering lies in the fact that prompts are expressed in
natural language rather than formal programming constructs.
This makes them flexible and expressive, but also ambiguous
and susceptible to manipulation. In financial applications,
attackers or even well intentioned users may attempt to
influence model behavior through carefully crafted inputs
that override system instructions, extract hidden context, or
induce unsafe actions. Prompt injection, context poisoning,
and instruction leakage emerged by 2023 as well documented
threat vectors in generative Al systems. For banking and
payment platforms, these threats are particularly severe
because they can lead to unauthorized disclosure of financial
information, incorrect guidance to customers, or erosion of
trust in automated decision support.

Secure prompt engineering therefore requires a shift in
mindset from prompt optimization to prompt governance.
Prompts must be designed as controlled interfaces that
enforce least privilege, minimize exposed context, and
clearly separate system instructions from user input. This
includes defining prompt templates, enforcing strict input
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boundaries, applying output validation, and integrating
prompts into broader security architectures. In regulated
financial environments, prompts must also support
auditability, enabling institutions to reconstruct what
instructions were given to a model, what context was
provided, and how outputs were generated. Without this
traceability, it becomes difficult to satisfy regulatory inquiries
or internal risk assessments. This paper argues that secure
prompt engineering is a foundational requirement for the safe
adoption of generative Al in banking and payment
applications. Rather than treating prompt design as an
informal or experimental activity, financial institutions must
formalize it as part of their secure software development
lifecycle. This includes threat modeling prompts, applying
defensive design patterns, and embedding governance
controls that align with regulatory expectations. The paper
focuses on practices and architectures applicable as of
December 2023, drawing on industry experience, early
enterprise deployments, and emerging Al security research.

The remainder of this paper examines the evolution of
prompt based Al interfaces, reviews relevant literature on Al
security and prompt manipulation, and proposes a structured
approach to secure prompt engineering tailored to banking
and payment systems. It further analyzes implementation
methodologies, observed findings from early enterprise use,
limitations and residual risks, and strategic considerations for
future adoption. The goal is to provide a practical and
defensible framework that allows financial institutions to
leverage generative Al capabilities while maintaining
security, compliance, and operational integrity.

4. Evolution of Prompt-Based Architectures

in Financial Al Systems

The architectural foundations of artificial intelligence
systems used in banking and payment applications evolved
gradually over several decades, with early implementations
emphasizing deterministic behavior, explicit rules, and tightly
controlled inputs. Prior to the rise of large language models,
Al systems in financial institutions were primarily built using
expert systems, rule engines, and later supervised machine
learning models trained on structured data. These systems
relied on predefined feature sets, constrained input schemas,
and clear execution paths. Control over system behavior was
achieved through static configuration and rigorous validation
logic, which aligned well with regulatory expectations for
predictability, explainability, and auditability. In these
architectures, user input rarely altered system logic directly,
and security risks were largely addressed through traditional
input validation and access control mechanisms. As natural
language processing techniques matured, financial
institutions began introducing conversational interfaces and
text based automation into customer service and internal
support systems. Early chatbots and virtual assistants were
implemented using intent classification models and scripted
dialog flows. These systems operated within tightly bounded
interaction models, where user inputs were mapped to
predefined intents and responses. While this represented an
expansion of user interaction surfaces, architectural control
remained centralized and deterministic. Prompts in these
systems functioned primarily as routing triggers rather than
executable instructions. Security considerations focused on
authentication, authorization, and data masking, rather than
on the semantic manipulation of model behavior.

The emergence of large language models marked a
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significant architectural shift by introducing systems that
interpret and respond to open ended natural language
instructions. By 2020 and increasingly through 2023,
financial institutions began experimenting with these models
for internal tooling, document analysis, and assisted customer
interactions. In these systems, prompts became the primary
mechanism for guiding model reasoning, task execution, and
response framing. Unlike earlier Al architectures, prompts
were no longer simple input parameters but rich instruction
sets that influenced how models processed context, applied
constraints, and generated outputs. This introduced a new
architectural dependency where system correctness and
safety were directly tied to prompt formulation. Within
banking and payment environments, prompt based
architectures evolved through layered designs that attempted
to reconcile model flexibility with regulatory control.

Institutions began separating system level prompts from user
level inputs, introducing templates that embedded policy
constraints, role definitions, and task boundaries. Prompt
assembly pipelines emerged as architectural components
responsible for combining static instructions, dynamic
context, and user supplied content. This layering reflected a
growing recognition that prompts functioned as an interface
contract between probabilistic models and deterministic
financial systems. The correctness of this contract became as
important as API contracts in traditional service architectures.
By late 2022 and throughout 2023, security incidents and
academic research highlighted the risks inherent in
uncontrolled prompt behavior. Prompt injection attacks,
instruction overriding, and context leakage demonstrated that
models could be coerced into ignoring system constraints
when prompts were not carefully structured. In financial
contexts, these risks translated into potential exposure of
confidential information, generation of noncompliant advice,
and breakdown of access boundaries. As a result,
architectural thinking shifted toward treating prompt handling
as a security critical component. Prompt validation,
sanitization, and segmentation began to mirror practices
previously applied to code execution and query construction.
Another important evolution involved the integration of
prompts with retrieval augmented generation patterns.

Financial institutions increasingly combined large language
models with internal knowledge bases, policy documents,
and transaction data. While this improved relevance and
accuracy, it also increased the sensitivity of prompt context.
Architectural designs had to ensure that retrieved content was
appropriately scoped, filtered, and labeled before being
included in prompts. This reinforced the need for prompt
aware data governance, where the decision to expose
information to a model was explicitly controlled and
auditable.

By December 2023, prompt based architectures in banking
and payment systems had matured into structured interaction
layers governed by security, compliance, and operational
constraints. Prompts were no longer treated as informal
strings of text but as governed artifacts subject to design
standards, review, and lifecycle management. This evolution
reflected a broader architectural realization that generative Al
systems could only be safely integrated into regulated
financial environments when prompt construction, context
control, and execution boundaries were engineered with the
same rigor as traditional financial software components.
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5. Literature Review on Secure Prompt
Engineering in Financial and Payment

Systems

The academic and industry literature leading up to late 2023
reflects a growing recognition that prompt engineering
represents a distinct security and governance surface in large
language model deployments, particularly within regulated
domains such as banking and payments. Early research on
natural language interfaces primarily focused on usability,
intent recognition, and conversational accuracy, with limited
attention to adversarial manipulation of prompts. However,
as large language models became capable of executing
complex reasoning tasks based on free-form instructions,
researchers began to examine how prompt structure directly
influenced model behavior, output scope, and policy
adherence. This shift reframed prompts from passive inputs
into active control mechanisms that could either enforce or
undermine system constraints. Security-focused literature
increasingly emphasized the concept of prompt injection,
where user-supplied input intentionally or unintentionally
overrides system-level instructions. Studies demonstrated that
large language models, when presented with conflicting
instructions, often prioritized the most recent or semantically
dominant prompt segments. In financial contexts, this
behavior raised concerns about unauthorized task execution,
disclosure of restricted information, and generation of outputs
that violated compliance guidelines. Researchers highlighted
that traditional input validation techniques were insufficient,
as malicious intent could be embedded in syntactically valid
natural language rather than executable code. This insight
positioned prompt engineering alongside established security
domains such as SQL injection prevention and cross-site
scripting mitigation, but with added complexity due to
semantic interpretation.

Another stream of literature examined the limitations of
model alignment and policy conditioning when deployed in
real-world systems. While many large language models were
trained with safety objectives and usage policies, empirical
studies showed that these controls were not absolute and
could be bypassed through carefully constructed prompts. In
regulated financial environments, reliance on model-internal
safeguards alone was deemed inadequate. Researchers argued
that external architectural controls were necessary to ensure
compliance, including prompt templates, instruction
hierarchies, and enforcement layers that constrained model
behavior independently of training data. This perspective
aligned with broader secure-by-design principles in software
engineering, where runtime controls complement static
assurances. The literature also explored the role of contextual
grounding and retrieval augmented generation in improving
model reliability. By supplementing prompts with
authoritative documents such as policies, transaction
schemas, and regulatory guidance, systems could reduce
hallucination and improve relevance. However, researchers
cautioned that expanding prompt context also expanded the
attack surface. Improperly scoped retrieval could introduce
sensitive information into prompts or allow users to infer
restricted data indirectly through model responses. This led to
proposals for context segmentation, relevance filtering, and
provenance tagging as mechanisms to ensure that only
appropriate information was included in prompt assembly
pipelines.
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From a governance standpoint, several studies highlighted the
need for auditability and traceability of prompt interactions.
Unlike traditional deterministic systems, generative models
produced outputs that depended on both prompt content and
probabilistic inference. Researchers emphasized that
regulated industries required the ability to reconstruct prompt
context, model configuration, and decision rationale for
compliance reviews and incident investigations. This
requirement motivated architectural patterns where prompts
were logged, versioned, and treated as governed artifacts. In
financial systems, this approach mirrored existing practices
for change management, transaction logging, and access
auditing. Industry white papers and practitioner-oriented
research further reinforced these themes by documenting
early deployment experiences in banking environments. Case
studies revealed that organizations which adopted ad hoc
prompt practices faced higher operational risk and lower trust
from compliance teams. In contrast, institutions that
formalized prompt design guidelines, separated system
instructions from user input, and enforced role-based prompt
constraints reported smoother regulatory reviews and more
predictable system behavior. These findings suggested that
prompt engineering maturity was closely correlated with
overall Al governance maturity.

By December 2023, the literature converged on a clear
conclusion: secure prompt engineering is not merely a tuning
exercise, but a foundational discipline for deploying
generative Al in financial and payment systems. Effective
approaches integrate insights from Al safety research, secure
software  architecture, and regulatory  compliance
frameworks. The body of work reviewed in this section
establishes the theoretical and practical basis for treating
prompts as first-class security artifacts, setting the stage for
conceptual models and architectural patterns discussed in
subsequent sections.

6. Conceptual Model for Secure Prompt
Engineering in Banking and Payment

Applications

Secure prompt engineering in banking and payment
applications can be best understood through a conceptual
model that treats prompts as a governed interaction layer
between human intent, enterprise data, and probabilistic Al
reasoning. Unlike traditional software inputs, prompts
encapsulate instructions, context, constraints, and implicit
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authority. In regulated financial systems, this prompts a
critical control surface that must be deliberately structured to
preserve confidentiality, integrity, and compliance. The
conceptual model therefore positions prompt handling not as
a single step, but as a multi-stage process that begins before
user input is accepted and continues through model execution
and output validation. At the entry point of the model is
intent origination, where user or system-initiated requests are
captured. In banking environments, this intent may originate
from customer service interactions, internal analyst queries,
operational workflows, or automated decision support tools.
The conceptual model assumes that raw intent is untrusted by
default, regardless of source. This reflects the reality that
even authenticated users can unintentionally introduce unsafe
instructions, ambiguous requests, or conflicting goals. As a
result, intent origination is immediately followed by prompt
boundary  definition, where system-level objectives,
regulatory constraints, and role-based permissions are
established independently of user input.

The next stage in the model is prompt composition and
segmentation. Here, the final prompt is constructed from
multiple layers, including immutable system instructions,
policy-enforcing guardrails, contextual data retrieved from
approved sources, and sanitized user content. Crucially, these
layers are not treated as a flat text block. Instead, they are
logically segmented and ordered to ensure that system
constraints cannot be overridden by downstream input. This
stage reflects a core insight from secure prompt engineering
research: instruction hierarchy and separation are essential
for preserving control over model behavior. In financial
applications, this separation enables clear enforcement of
compliance rules, such as prohibitions on personalized
financial advice, disclosure of confidential data, or execution
of unauthorized actions. Once composed, the prompt enters
the model execution layer, where the large language model
processes the instruction set and generates a response. In the
conceptual model, this execution is treated as a constrained
inference step rather than an open-ended reasoning task.

Model configuration, including temperature, response length,
and allowed tool usage, is aligned with the risk profile of the
use case. For example, prompts supporting internal
documentation search may allow broader reasoning than
prompts involved in payment dispute handling or regulatory
reporting. This reinforces the principle that model behavior
must be contextualized not only by prompt content but also
by operational intent.
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Following execution, the model output passes through an
output validation and policy enforcement layer. This stage
evaluates responses against predefined compliance rules, data
sensitivity classifications, and business logic constraints.

Outputs that violate policy are either blocked, redacted, or
routed for human review. Importantly, this layer treats model
output as untrusted until validated, mirroring established
patterns in secure software design. In banking systems, this
step is essential for preventing downstream systems or users
from acting on inaccurate, noncompliant, or misleading
information.
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The final stage of the conceptual model is auditability and
lifecycle management. Every prompt interaction is logged
with its constituent components, execution context, and
validation outcomes. Prompts themselves are treated as
versioned artifacts, subject to review, approval, and
controlled modification. This enables institutions to
reconstruct  decision  paths, demonstrate  regulatory
compliance, and analyze security incidents involving Al
behavior. Over time, this lifecycle perspective supports
continuous improvement by identifying prompt patterns
associated with errors, policy violations, or operational
inefficiencies. The conceptual model presented here
establishes secure prompt engineering as a closed-loop
system rather than a linear interaction. It emphasizes that
safety and compliance emerge from the combination of
architectural separation, layered enforcement, and continuous
oversight. This framing provides the foundation for
translating abstract security concerns into concrete
architectural designs, which are examined in the next section.

7. Layered Architecture for Secure Prompt

Engineering in Regulated Financial Systems

The transition from conceptual models to production-grade
implementations in banking and payment environments
requires a layered architectural approach that embeds
security, compliance, and control at every stage of prompt
handling. By late 2023, institutions deploying large language
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models in regulated contexts recognized that prompt
engineering could not be implemented as a thin wrapper
around model APIs. Instead, it had to be designed as a multi-
layer system where each layer enforced a distinct set of
responsibilities and constraints. This layered architecture
ensured that failures or weaknesses in one layer did not
compromise overall system integrity, aligning with defense-
in-depth principles long established in financial system
design. At the outermost layer sits the interaction and access
layer, which governs how prompts are initiated and who is
permitted to initiate them. In banking applications, this layer
integrates tightly with identity management, authentication,
and role-based access control systems. User identity,
organizational role, and operational context are resolved
before any prompt is accepted for processing. This prevents
unauthorized users from accessing sensitive Al capabilities
and ensures that downstream prompt construction reflects the
privileges and responsibilities of the requester. Unlike
consumer-facing Al systems, financial implementations
require this layer to be explicit and auditable, as access
decisions themselves may be subject to regulatory review.
The next layer is the prompt assembly and policy layer,
which represents the core of secure prompt engineering.

Here, raw user intent is combined with system-defined
instructions, regulatory constraints, and contextual data
retrieved from approved sources. This layer enforces strict
separation between immutable system prompts and mutable
user content. Instruction ordering, segmentation, and
sanitization are applied to prevent prompt injection and
instruction overriding. In practice, this layer often relies on
predefined templates that encode compliance rules, task
boundaries, and output expectations. These templates are
versioned and reviewed in the same manner as other critical
configuration artifacts, reflecting their influence on system
behavior.

Beneath prompt assembly lies the model execution control
layer, which mediates all interactions with the large language
model. This layer configures inference parameters such as
response length, determinism, and tool access based on the
risk profile of the task. In payment and banking systems, this
control is essential for preventing excessive or speculative
outputs that could mislead users or downstream processes.
The architecture assumes that model behavior is probabilistic
and therefore inherently  non-deterministic,  which
necessitates additional controls to bound acceptable behavior
within defined operational limits.
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The output validation and enforcement layer provide a final
checkpoint before Al-generated content is exposed to users or
systems. Outputs are evaluated against compliance rules, data
classification policies, and business constraints. This may
include redacting sensitive information, blocking disallowed
recommendations, or requiring human approval for high-risk
responses. In regulated financial environments, this layer is
critical for ensuring that Al systems do not bypass existing
control frameworks, even when upstream prompt design is
robust. It also provides a mechanism for aligning Al behavior
with evolving regulatory interpretations without retraining
models. The final layer is the audit, monitoring, and lifecycle
management layer, which treats prompt interactions as first-
class operational events. All prompt components, model
configurations, and validation outcomes are logged in
tamper-resistant systems. This enables forensic analysis,
regulatory reporting, and continuous improvement of prompt
designs. Over time, patterns observed in audit data inform
refinements to templates, policies, and architectural controls.
This lifecycle perspective ensures that secure prompt
engineering evolves alongside business requirements and
regulatory expectations rather than remaining static.

[ TSteamLLM

Transaction
Management

Stream
Processing

Transaction

Reg. & Res. @'1
Y |
Processed A Transactional
Y Data Stream Y State Accesses

& Realtime | /LLM State Management\

Adaptation and P
Learning

Components in
existing TSP
systems

Key components
in development

Parameters Metadata
\ /) \ J y

8. Methodology and Analytical Approach

This paper adopts a qualitative, architecture-centered
analytical methodology designed to evaluate secure prompt
engineering practices within banking and payment
applications operating under regulatory and operational
constraints. Rather than relying on experimental benchmarks
or model performance metrics, the methodology focuses on
how prompt handling mechanisms behave within real
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enterprise system boundaries, where correctness, traceability,
and control take precedence over generative fluency. The
approach reflects the reality that financial institutions
evaluate Al systems primarily through the lenses of risk
management, compliance defensibility, and operational
stability, rather than through standalone model accuracy. The
first methodological dimension involves architectural
decomposition of prompt-enabled systems. Secure prompt
engineering is analyzed as a sequence of interacting
components, including identity  resolution,  prompt
composition, policy enforcement, model invocation, output
validation, and audit logging. Each component is examined
independently to assess its responsibility boundaries, trust
assumptions, and failure modes. This decompaosition allows
the analysis to identify where security controls must be
applied to prevent instruction override, context leakage, or
unauthorized inference behavior. By treating prompt
handling as a distributed control flow rather than a single API
call, the methodology mirrors established practices in secure
financial system design.

The second dimension focuses on control surface analysis,
which examines points where untrusted input can influence
system behavior. In prompt-based systems, control surfaces
include user-supplied text, retrieved contextual data, system
instruction templates, and dynamically injected operational
metadata. The methodology evaluates whether these surfaces
are clearly separated, validated, and ordered in a manner that
preserves instruction hierarchy. Particular attention is given
to scenarios where user input may be embedded within
retrieved content or where contextual augmentation
introduces indirect prompt injection risks. These scenarios
are assessed against known secure design principles such as
least privilege, explicit trust boundaries, and fail-safe
defaults. A third analytical component addresses policy and
compliance alignment. Prompt engineering mechanisms are
evaluated based on their ability to enforce regulatory
constraints without relying on model-internal alignment
alone. This includes assessing how policies related to data
privacy, financial advice restrictions, transaction handling,
and audit requirements are translated into prompt templates
and validation logic. The methodology favors approaches
where policy enforcement is externalized and auditable,
allowing institutions to demonstrate compliance through
system design rather than probabilistic model behavior. This
reflects regulatory expectations in banking and payment
environments, where control evidence must be reproducible
and explainable.

The fourth dimension examines operational behavior under
stress and change. Financial systems frequently operate under
partial failures, configuration changes, and evolving
regulatory interpretations. The methodology evaluates
whether secure prompt engineering architectures preserve
safety guarantees during such conditions, including degraded
retrieval quality, incomplete context, or ambiguous user
intent. Scenarios such as incident response queries, customer
dispute handling, and internal analytics support are
considered to assess whether prompt handling mechanisms
degrade gracefully or introduce new risks when assumptions
are violated. Finally, the methodology incorporates
governance and lifecycle considerations. Prompt artifacts are
treated as evolving system components subject to versioning,
review, and deprecation. The analysis evaluates whether
institutions can track prompt changes over time, associate
them with system behavior, and roll back modifications when
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unintended effects are observed. This lifecycle perspective is
essential for maintaining long-term trust in prompt-based
systems, particularly in regulated environments where
retrospective analysis and accountability are mandatory.

Overall, this methodological approach  prioritizes
architectural rigor and operational realism over theoretical
model capability. It is intended to surface repeatable design
patterns and control mechanisms that remain effective across
different banking and payment use cases, providing a
defensible foundation for secure prompt engineering in
enterprise financial systems.

9. Findings and Observations from Banking

and Payment Deployments

Empirical observations from banking and payment
organizations experimenting with secure prompt engineering
during 2022 and 2023 reveal that prompt-related risk is
primarily architectural rather than model-centric. Institutions
that treated prompts as static text strings passed directly to
large language models encountered recurrent control failures,
including inconsistent policy enforcement, difficulty
reproducing responses, and limited audit visibility. In
contrast, organizations that modeled prompts as governed
system artifacts embedded within broader application
workflows demonstrated significantly stronger security and
compliance posture. This observation underscores that secure
prompt engineering succeeds when prompts are treated as
executable control inputs rather than conversational
conveniences. One of the most consistent findings involved
instruction  hierarchy enforcement. Deployments that
explicitly separated system instructions, policy constraints,
retrieved context, and user input achieved far more
predictable outcomes than those relying on implicit ordering
within a single prompt template. In several observed cases,
failures occurred not because models disobeyed policy
instructions, but because user supplied content was
interleaved with  higher-priority instructions  without
structural separation. Banking systems that enforced
deterministic prompt assembly, where each instruction layer
was injected in a fixed and non-overlapping sequence, were
better able to prevent prompt injection and instruction
override scenarios.

Another key observation concerned context minimization and
relevance filtering. Payment applications frequently rely on
retrieval mechanisms to enrich prompts with transaction
history, account metadata, or policy excerpts. Institutions that
injected large, unfiltered context blocks into prompts
experienced increased exposure to unintended data leakage
and response instability. In contrast, systems that applied
strict relevance scoring, field-level redaction, and token
budgeting before context injection produced responses that
were both safer and more consistent. This demonstrated that
retrieval quality and governance were as important as prompt
wording itself. Operational governance emerged as a decisive
differentiator. Banking platforms that integrated prompt
execution with identity systems, authorization checks, and
request classification frameworks were able to enforce
differentiated behavior across use cases such as customer
support, internal analytics, and compliance review. Where
prompts were invoked without clear purpose classification,
institutions struggled to justify why certain information was
disclosed or withheld during audits. This reinforced the
importance of treating prompt invocation as a privileged
operation that must be contextually justified and logged.
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Observations also highlighted limitations of relying solely on
model-level safety features. While base models provided
general safeguards, they were insufficient to meet domain-
specific financial constraints such as preventing implicit
financial advice, enforcing jurisdictional rules, or respecting
internal  segregation-of-duties policies. Institutions that
layered deterministic validation and post-processing controls
around model outputs were better positioned to detect and
block unsafe responses before they reached end users. This
finding aligns with established banking practices where no
single control is trusted in isolation. Finally, organizations
reported that auditability improved substantially when
prompt interactions were logged as structured events rather
than free-form text exchanges. Systems that captured prompt
version identifiers, policy sets applied, context sources used,
and output validation outcomes were able to reconstruct
decision paths during regulatory reviews. This capability was
repeatedly cited as essential for gaining internal risk approval
and expanding pilot deployments into production systems.

10. Limitations and Risks of Secure Prompt

Engineering in Financial Systems

Despite the advances observed in secure prompt engineering
for banking and payment applications by December 2023,
several structural limitations and residual risks remain that
must be acknowledged explicitly. Secure prompt engineering,
while necessary, does not fully eliminate the inherent
probabilistic nature of large language models. Even when
prompts are carefully structured, policy constrained, and
context filtered, model responses can still vary under edge
conditions, particularly when interacting with ambiguous or
adversarial inputs. In regulated financial environments, this
variability introduces residual risk that cannot be completely
mitigated through prompt design alone. A significant
limitation lies in the dependency on upstream context quality.
Secure prompt engineering frameworks often rely on
retrieval systems, policy repositories, and transaction data
services to assemble context dynamically. If these upstream
systems provide incomplete, stale, or incorrectly classified
information, the resulting prompt may still produce outputs
that violate business or regulatory expectations despite being
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structurally sound. This dependency creates a systemic risk
where prompt safety is only as strong as the weakest
component in the context assembly pipeline.

Another notable risk involves prompt drift over time. As
banking applications evolve, policies change, and new
regulatory guidance emerges, prompt templates that were
initially compliant may become outdated. Without
disciplined version control, validation workflows, and
deprecation strategies, organizations risk operating with
legacy prompts that no longer reflect current rules. Several
early adopters reported incidents where prompt logic
embedded assumptions that were no longer valid after policy
updates, leading to subtle compliance gaps that were difficult
to detect through traditional testing. Human factors also
introduce non-trivial risk. Secure prompt engineering
requires collaboration between software engineers, security
teams, compliance stakeholders, and domain experts.

Misalignment between these groups can result in prompts
that are technically robust but semantically incorrect from a
regulatory or business perspective. For example, a prompt
may correctly prevent explicit disclosure of sensitive
information while still allowing inferential leakage through
aggregation or summarization. This highlights the limitation
of relying purely on syntactic controls without deep domain
review.

Scalability presents another challenge. As financial
institutions expand prompt usage across customer support,
fraud analysis, risk assessment, and internal decision support,
the number of prompt variants can grow rapidly. Managing
this growth without introducing inconsistency becomes
difficult, particularly when prompts are customized for
different jurisdictions, product lines, or customer segments.
Without centralized governance and reuse strategies,
organizations risk fragmentation that undermines both
security and maintainability. Finally, there are regulatory
interpretation risks that cannot be fully resolved through
technical means. Regulators in many jurisdictions had not yet
issued explicit guidance on the acceptable use of generative
models or prompt engineering practices by the end of 2023.

As a result, institutions operated under evolving
interpretations of existing regulations. What is considered
compliant prompt behavior in one regulatory review may be
questioned in another. This uncertainty necessitates
conservative design choices and reinforces the need for
human oversight, clear documentation, and defensible
decision rationale rather than reliance on automated controls
alone. These limitations do not invalidate secure prompt
engineering as a practice, but they underscore that it must be
treated as one component within a broader risk management
framework. Prompt engineering reduces exposure, improves
predictability, and enhances auditability, but it does not
replace foundational controls such as access management,
data governance, model evaluation, and organizational
accountability. The final section synthesizes these insights
into a strategic outlook for responsible adoption in banking
and payment ecosystems.

11. Conclusion and Strategic Outlook

By December 2023, secure prompt engineering had emerged
as a foundational control mechanism for the responsible
adoption of large language models in banking and payment
applications. As financial institutions increasingly integrated

Research Article

https://kelvinpublishers.com/

generative Al into customer support, internal operations,
fraud analysis, and decision assistance, the prompt itself
became a critical boundary where business intent, regulatory
policy, and model behavior intersected. This paper has shown
that prompt engineering in regulated environments cannot be
treated as an informal or experimental activity, but must
instead be designed, governed, and audited with the same
rigor applied to traditional financial software controls. A
central conclusion is that secure prompt engineering shifts
part of the security and compliance responsibility from model
internals to system-level design discipline. Rather than
relying on model alignment alone, institutions that achieved
meaningful risk reduction embedded constraints, context
controls, and decision boundaries directly into prompt
structures. This architectural shift aligns with long-standing
financial engineering principles, where correctness and safety
are achieved not through trust in components, but through
layered controls, explicit contracts, and defensible
enforcement mechanisms.

The analysis further demonstrates that secure prompt
engineering is most effective when integrated into a broader
Al governance framework. Prompt validation, versioning,
approval workflows, and audit logging must be treated as
first-class operational artifacts. In mature implementations,
prompts were no longer static strings but governed assets,
linked to policy documentation, regulatory interpretations,
and incident response processes. This approach enabled
institutions to explain not only what an Al system responded,
but why it responded that way, which is a crucial requirement
in supervisory reviews and post-incident investigations. From
a strategic perspective, secure prompt engineering represents
a transitional control rather than a final solution. As model
architectures evolve, tool-based agents mature, and
regulatory guidance becomes more explicit, the role of
prompts will continue to change. However, the core
principles identified in this paper-explicit intent specification,
least-privilege context exposure, deterministic instruction
boundaries, and audit-ready interaction design-are likely to
remain relevant regardless of underlying model advances.
These principles mirror decades of best practices in secure
transaction processing and risk-aware system design.

It is also clear that organizations must resist the temptation to
over-automate trust decisions. Secure prompt engineering
reduces uncertainty but does not eliminate it. Human
oversight, escalation paths, and conservative deployment
strategies remain essential, particularly in high-impact
workflows such as payment authorization, fraud resolution,
and regulatory reporting. Institutions that positioned
generative Al as an assistive capability rather than an
autonomous decision-maker were better able to align
innovation with risk tolerance. In conclusion, secure prompt
engineering provides a practical and immediately actionable
framework for deploying generative Al in banking and
payment systems under real-world regulatory constraints.

When treated as an architectural discipline rather than a
tactical workaround, it strengthens control posture, improves
auditability, and enables responsible innovation. The strategic
outlook for financial institutions is therefore not whether to
adopt generative Al, but whether they can do so with
sufficient engineering rigor to preserve trust, compliance, and
systemic stability in an increasingly Al-assisted financial
ecosystem.
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